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ENCRYPTION SECURITY

DATA SHEET

5G CONTROL PLANE VISIBILITY

5G marks the beginning of a new era of network security with 
the introduction of IMSI encryption. All control plane traffic 
sent over a 5G network is encrypted, integrity protected and 
subject to mutual authentication.

3GPP standards ensure that appropriate encryption and 
integrity protection algorithm choices are made. 

3GPP enjoys the support of security algorithm expert group 
ETSI (European Telecommunications Standards Institute), 
specifically ETSI SAGE (Security Algorithms Group of Experts). 
For IP layer and above, 3GPP relies on well proven IETF 
security protocols.

MANAGING 5G NETWORKS
Network operators must be able to collect real-time control flows for their networks as they have always done. This allows the 
operators to trace messages sent to resources used to troubleshoot reported problems. Network tools used in 4G no longer 
have the visibility into the control flows due to 5G encryption. 

Since control flow packets are encrypted end-to-end, how can tools get visibility? Cirries provides a packet decryption solution 
offering complete visibility across the 5G control plane.

1.8B
Worldwide 5G connections 

predicted by 20251

$1.3B
Valuation of the global 5G 
enterprise market in 20202

57.2%
Estimated compound annual 
growth rate (CAGR) over the 

next seven years3

5G networks will make possible new applications in Internet of 
Things (IoT) and machine-to-machine areas.

ARE YOU KEEPING PACE WITH THE PROLIFERATION OF 5G?

[1] https://www.gsma.com/mobileeconomy/
[2] https://www.polarismarketresearch.com/industry-analysis/5g-enterprise-market
[3] https://www.polarismarketresearch.com/industry-analysis/5g-enterprise-market
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Cirries unleashes the full value and potential of any kind of network for full visibility in real- time with 

our high performance, extremely adaptable platform. For over fourteen years Cirries has provided 

data solutions to customers worldwide enabling increased network efficiency. Contact the Cirries 

team today to learn more about 5G Control Plane visibility.  

ABOUT CIRRIES

SALES@CIRRIES.COMCIRRIES.COM  •

• Decrypts all packets on the control plane
• Can output directly to Ethernet saving router 

and host bandwidth and eliminating GRE 
Overhead

• Service Mesh Overlay Routing Unwrapping 
allowing direct to tool distribution

• External Control Plane Filtering allowing focus 
on inter-network interfaces

• Packet Flow Metadata Generation provides 
insightful metrics for control flows

A few of our decrypting features include:

DECRYPTING AGENT FEATURES Cirries’s Data Analysis in Real-Time (DART)
includes a powerful sensor which provides the 
ability to decrypt packets for control flow tools while 
simultaneously generating network performance 
metadata. With the complete DART feature set, Cirries 
provides complete 5G control plane visibility.

Using robust network data capture and leveraging 
real-time analytics, DART empowers your network team 
to take advantage of automated alerts and resolution 
workflows to remediate any detected  issues with your 
5G network performance.  

If you are striving to achieve 5G Network Excellence, 
Cirries delivers the solutions you need.


